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Course Objectives

To show various approaches which can be used to debug and profile Linux user and kernel space. Theory
and hands-on exercises provide you with the necessary experience to pick the right approach when you
need to find and fix faults on your own.

Description

This three day training class uses hands-on exercises combined with instruction to illustrate the concepts of
Linux debugging and profiling. It’s a colleciton of debugging/profiling chapters of various of my workshops
plus some add-ons. Hands-on sessions are performed with free and open source software like the Yocto
Project on a target board (e.g. i.mx6 [1]) which can be purchased/shipped to you on request. This makes it
possible for you to work with the course material at home.

Prerequisites

/> Basic familiarity with using a Linux system (e.g. Ubuntu) as an end user in user space
/> Basic familiarity with a command line shell

/> Basic knowledge of user space/application development

/> Intermediate C programming knowledge

/> You should have attended "Embedded Linux - From System Architecture to Real-Time (5 days)” [2] or
“Introduction to Embedded Linux in Theory and Practice - a Crash Course (3 days)” [3]. (strongly recom-
mended!) It helps to follow the kernel related stuff if you attended “Embedded Linux Kernel Internals
and Device Drivers (5 days)” [4]

...except if you are already familiar with the material presented in those courses.

/> You actually need to have experience with Embedded Linux (how to build the kernel, userspace, root
file-system, tools) to follow this training.

/> The training sessions mentioned above can be delivered onsite and online. Feel free to ask for training
dates and pricing here [5].

Who should attend?

People with interest in or who are tasked with the development or evaluation of Embedded Linux systems
and want to dig a bit deeper like managers, project managers, software-, development- and systems engi-
neers, field engineers, engineers, ...
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Course Outline
Day 1

Introduction

/> Overview | History | Linux Kernel Versioning | Release Cycle | Mainline | Tools | Kernel specifics |
Licensing | FLOSS | Standards | Working with free Software | Spelunking | Unix Philosophy

Eval Board
/> Booting
/» How does Linux boot on a PC? | How is an embedded system different?
/> Booting the target

/» Boot Sequence | SD card partitions

Stuff needed - partially optional
/> host

/» Toolkit
../ The Yocto Project | The YP autobuilder | Install the Yocto SDK
/» SD card preparation | terminal emulation
../ screen | byobu | minicom
/» servers
./ tftp | NFS
/» root file systems

/> target

/» git | u-boot
./ scripting | fancy stuff | checkout | config | build | install | variables and commands

/» fdt (flattened device tree)

../ whatis afdt? | device tree compiler | examples
/» kernel

../ checkout | config - kconfig | build - kbuild
/» fdt

../ build | install
» kernel modules
./ build | install

-

/

User Space Debugging
/> What's a bug? | Types of bugs | Debugging strategy | errno
/> Debugging: Simple Tools

/» lsof | ltrace | strace | netstat | procfs | gcc/binutils | toolchain | ldd | static/shared
libs | strings | nm | objdump | readelf | addr2line

/> Preventing Bugs | Modeling/Abstraction | Prototypes | Training | Requirements/Architecture/Design
| Firmware Standard

/» Coding Standard | splint | cppcheck
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Day 2
/> Debugging: Advanced Tools

/» gdb: | host gdb | target gdb | gdb remote debugging | gdb remote debugging with GUI
/» Memory: System wide | meminfo | free | vmstat | nmon

/» Memory: Mem Munch

/» Memory: Per Process | ps | smem | procrank | top | htop | atop | memstat

/» Memory: Others | dmalloc | stack smash

/» Valgrind: array | uninitialized memory | memory leak | core | cachegrind | helgrind

Kernel Debugging

/> bug | debugging | debugging the kernel | binary search with git | debug support from kernel |
syslog

/

\"

Debugging by Printing

/» printk | klogd | loglevels | rate limit | debug levels | debug selective subsystems | dynamic
debug | printk caveats | printk from user space

/> Debugging by Querying

/» debugfs
/> oops debugging

/» disassemble | gdb | asserting oops | further reading
/> kgdb/kdb | console + debug

/> Magic SysRq Key

Day 3

JTAG (optional)

/> BDlI setup | U-Boot: debugging before relocation | Linux Kernel module debugging | Other possibil-
ities?

User Space Profiling/Tracing
/> Profiling/Tracing tools
/» syslog | ptrace | strace | ltrace | system timers |

/» gprof | gcov | uftrace

/> top and friends

/» top | htop | powertop | iotop | atop | crash
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Kernel Profiling/Tracing

/>

/>
/>
/>

/>

gcov | lcov | ftrace

/» nop tracer | function tracer | sched_switch tracer (viewer) | function_graph tracer | dynamic
tracer | trace-cmd/kernelshark | trace_printk() | Additional Reading

perf: perf top | hackbench | flame graphs
LTTng: anchors | producer/consumer | kernel/user space tracing
Kernel Probes: Kprobes | KretProbes

BPF:intro | ply

Optimizations/Benchmarks

/>

/>

bootgraph | bootchart

Phoronix Test Suite

Technical requirements to attend a remote/online training

/>

/>

/>

/>

/>

(ship-it/web/host/target/phone) e-mail address to get login credentials.

(web) screen sharing/audio/video/whiteboard/chat/Q&A:
https://www.bigmarker.comrequires this: https://rlbl.me/bm-req.

backup: (web)/audio (phone) conference call:
https://www. turbobridge.com/international.html

(host/target) shell: port 22 not blocked:
something like: ssh <user>@vlabx.dyndns.org

backup: (host/target) shell via browser: port 443 not blocked:
something like: https://vlabx.dyndns.org


https://www.bigmarker.com
https://rlbl.me/bm-req
https://www.turbobridge.com/international.html
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All training material is in English, but the delivery of it can be in English or in German, as you wish, worldwide.

Remote/Online Booking options

during remote/online public remote/online private
the training 1 subsciber from a single company from 3 subscribers? in single booking
we'll provide e.g. from single company
GTR' from 3 subscribers
instructor driven

(ship-it) workbook in English/pdf - download link, printed on requestv’

stays with traineev’
(ship-it) examples download link + installed on hostv’

stays with traineev’
(target) kit [1] will be sent to subscriberv’

to be able to experiment with training material also after trainingv’

stays with traineev’
(ship-it) build download/installation instructions + installed on hostv’
environment stays with traineev’
(host/target) v
remote access
(host) host machine Laptop/VM/Container - hosted v’
(target) board hostedv’
(target) board hostedv’
power over IP
(target) board hostedv’
console access
(target) board hostedv’
boot over tftp/nfs
(web) screen sharing hostedv’
(web) audio/video hostedv’
(web) whiteboard hostedv”
(web) chat hostedv
(web) Q&A3 hostedv’
backup: (web) audio conference call - worldwide dial in numbersv’
(host/target) shell hosted - ssh (port 22) - ssh clientv’
backup: (host/target) hosted - https (port 443) - browserv’
shell over https
custom content content can be adjusted to your needs*v’
custom issues company/project specific issues can be

discussed & many times solved v

great flexibility consulting included® v

'guaranteed to run

*discounts apply when you book 3 seats and more
3questions and answers

“add/remove chapters from my existing trainings
>while training is in progress
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Related Courses

/> "Embedded Linux - From System Architecture to Real-Time (5 days)”
https://rlbl.me/elisa
https://rlbl.me/elisa-en-pdf

[> "Refresher to Embedded Linux & Intro to the Yocto Project (5 days)”
https://rlbl.me/intely
https://rlbl.me/intely-r-en-pdf

/> "Embedded Linux Kernel Internals and Device Drivers (5 days)”
https://rlbl.me/ldd
https://rlbl.me/ldd-en-pdf

/> "The Yocto Project - A thorough Overview (4 days)”
https://rlbl.me/yocto
https://rlbl.me/yocto-r-en-pdf

/> “Introduction to Embedded Linux & Real-Time, bird’s eye view of the Yocto Project (4 days)”
https://rlbl.me/entirety
https://rlbl.me/entirety-en-pdf

/> "Embedded Linux Hardware Interfacing (4 days) - coming soon”
https://rlbl.me/elisha

I> “"Compact Linux Driver development (4 days) - coming soon”
https://rlbl.me/coldd

/> “Introduction to Embedded Linux in Theory and Practice - a Crash Course (3 days)”
https://rlbl.me/elin
https://rlbl.me/elin-en-pdf

/> "(Embedded) Linux debugging (3 days)”
https://rlbl.me/lindeb
https://rlbl.me/lindeb-r-en-pdf

/> “FreeRTOS in Theory and Practice (3 days)”
https://rlbl.me/freertos
https://rlbl.me/freertos-r-en-pdf

/> "The Zephyr Project - An Overview (3 days) - coming soon”
https://rlbl.me/zephyr

/> "The Yocto Project Advanced - Licensing (1 day)”
https://rlbl.me/yopalic
https://rlbl.me/yopalic-r-en-pdf
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Trainer

Since 1993, Robert Berger gathered practical and managerial experience in soft-
ware design and development for embedded systems with and without hard
real-time requirements. Since the beginning of the 21st century, he has used
GNU/Linux on desktop and server class machines, but mainly forembedded prac-
tices (automotive, industrial control, robotics, telecoms, consumer electronics,
etc.). Robert regularly attends international events such as "Embedded World",
"Embedded Software Engineering Congress", "Embedded Systems Conference’,
and "Embedded Linux Conference" as an expert and lecturer. His specialty is
mainly training, but also consulting (in German or English) worldwide. Robert’s
expertise ranges from the smallest real-time systems (FreeRTOS) to set-ups with
multiple processors/cores and embedded GNU/Linux (user-, kernel-space, device
drivers, hardware interfacing, debugging, multi-core, Yocto Project) with a focus
on free and open source software. Robert is a globe-trotter. He is CEO & Em-
bedded Software Specialist at Reliable Embedded Systems which is based in St.

Barbara, Austria, and when not travelling, lives with his family in Athens, Greece.

Thank you for your interest!

For inquiries please send an email to:
training@ReliableEmbeddedSystems.com


https://rlbl.me/ldd
https://rlbl.me/contact
https://rlbl.me/delivery
mailto:training@ReliableEmbeddedSystems.com

	resredDay 1
	resredDay 2
	resredDay 3

