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Course Objectives

To provide a "know-how upgrade" for a bare metal microcontroller C progammer to an industry grade Open
Source real-time operating system. What are the advantages? What are the trade offs? Hands-on exercises
provide you with the necessary practical experience to go ahead and use a real-time operating system with
your own embedded system after successfully completing this training.

Description

This 3-day training class uses hands-on exercises combined with instruction to illustrate the concepts of a
real-time operating system. FreeRTOS will be used as an example. It is designed to bring you quickly up to
speed. The concepts and commands necessary to make effective use of FreeRTOS are described through
a combination of theory and on-the-job training. Don't reinvent the wheel, but learn from an experienced
trainer and take home a working knowledge of FreeRTOS and the ability to use it effectively in your own
embedded development project.

Prerequisites

/> depending on host

/» basic familiarity with using a GNU/Linux system as an end user
(Trainer will use Ubuntu 18 as a host)

/> basic C programming knowledge

Who should attend?

People with interest in or tasked with development of a resource constrained real-time system like software
engineers, field engineers, (project) managers,...

Course Outline
Day 1

Introduction

/> Introduction | Licensing | FreeRTOS Licensing | Real-Time Intro (Time/Utility functions | What is real-
time? | Determinism | What is hard real-time?) | RTOS vs. Linux | IDE/Board
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Task Management
/> Intro (What is a task? | Task creation)

/» Example@1 - crude loop

/» Example@? - task parameters

/» Example@3 - task priorities (starvation)

/» Example@4 - vTaskDelay () (idle task)

/» Example®5 - vTaskDelayuUntil()

/» Example®6 - "continuous processing" and vTaskDelayUntil()
/» Example@7 - idle hook

/» Example®8 - play with priorities

/» Example9 - task delete

/> Scheduling (What's an OS? | What's a task? | What's a scheduler?)

/> Schedulers (loop | cyclic executives | limitations of cyclic executives | manual preemption | with
interrupts | non-/preemptive | prioritized preemptive | rate monotonic | deadline | cooperative |
hybrid)

Queue Management

/> Intro (What is a queue? | Queue as a data type) | Queue Management (Data storage | Access by
multiple tasks | blocking on read/write | Inter Task Communication | Example Queue Access)

/» Example1@ - queue send/receive (Client/Server pattern)

/» Examplel1 - queues/idle task

/> Working with Large Data | Message Passing Generic (Indirect/Direct Synchronous/Asynchronous)

Day 2

Interrupt Management

/> Intro (Interrupt vs. Polling | How does an Interrupt work? | Hardware/Software Interrupts | What if
two interrupts arrive at the same time? | Program Sections | What is reentrant code? | What is an
event? | What kind of events do you know?)

/> Concurrency Intro

/» Semaphores Intro (Mutual exclusion | Synchronization) | Mutex vs. Sync | Sempahore Types
(Signal/Wait Pattern | Binary Semaphore | FreeRTOS Binary Sempahore | Counting Semaphore)

/> Events Intro | Interrupt Handlers | Deferred Interrupt Processing | Sync Task with Interrupt

/» Example12 - deferred ISR + Binary Semaphore (Binary Semaphore API)

/» Example13 - deferred ISR + Counting Semaphore (Binary Sem vs. Counting Sem Events latched
| Counting Semaphore API)

/» Example14 - deferred ISR + Queues (Queues amd ISRs - API | Inefficient Queue Usage | More
efficient Queue usage)

/> Interrupt nesting (NVIC Cortex M3 | LPX17xx NVIC | CMSIS | freeRTOS and interrupt nesting | priorites)
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Resource Management

/> Intro (concurrency | critical regions/sections | atomic | race condition | Thread safety | the single
variable | lockig | Kinds/Causes of Concurrency | What does need/not need protection? | Deadlock
| Lock ordering | Contention)

/> Resource Management (Potential conflict - concurrent access | read/modify/write | non-atomic ac-
cess | reentrancy | shared resource protection)

/> Protecting critical regions/sections (Dis-/enabling interrupts | suspending/locking the scheduler |
Mutex)

/» Examplel5 - Mutex (Mutex API)

/> Priority inversion (Unbounded/Bounded | Sources of unbounded priority inversion | Solutions? |
Priority Inversion and FreeRTOS) | Deadlock (Conditions for Deadlock | Prevention) | Gate-keeper
Tasks

/» Example16 - Gate-keeper (vApplicationIdleHook vs. priority 0)

/> Mutex vs. Semaphore (Ownership/Recursive Mutex) | History

Memory Management

/> Memory types | Fragmentation | Memory exhaustion | Memory allocation patterns (Fixed/Static |
Variable/Dynamic | Stack Allocation, Scratch-pad | Memory Pool) | FreeRTOS Static Allocation | FreeR-
TOS Dynamic Allocation - FreeRTOS Heap | (Why not malloc/free | Memory Management Porting
heap_1/3/3/4/5.c) | xPortGetFreeHeapSize()

Day 3

Trouble Shooting

/> Intro (What's a bug/debugging | Types of bugs | Debugging strategy) | Preventing Bugs (Coding Wars

| Productive Working Environment | Build Environment | Reuse) | Spelunking (find (1), grep(1),
cscope(1),global(1),..) | Modeling/Abstraction | Prototypes | Training | Requirements/Arch/Design
(Design for Test | Firmware Standard | Code Review) | Debugging (GNU toolchain)

/> Debugging by Stopping (Simulator | JTAG Debugging | RTOS aware debugger)

/» Example17 - Queue Table

/> Debugging Runnimg System (Hardware Execptions | Stack

/» Examplel18 - vApplicationStackOverflowHook()/uxTaskGetStackHighWaterMark()
/» Example19 - FreeRTOS Heap MallocFailedHook ()

/» Example20 - FreeRTOS task statistics

/» Example21 - FreeRTOS run-time statictics

/> Profiling (gprof | gcov) | Other methods (Hardware Trace | SW controlled LEDs | Oscilloscope | Logic

Analyzer | 7-Segment Display | Character based LCD | Graphic Display) | FreeRTOS Trace hook macros

/» Example22 - FreeRTOS trace hook macros 1

/» Example23 - FreeRTOS trace hook macros 2

/> FreeRTOS: Common sources of error
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FreeRTOS-MPU

/> Intro (Memory Management | Processor Modes) | FreeRTOS MPU (LPC17xx MPU | Access Permissions
| FreeRTOS-MPU API | Privileged to User | Linker Configuration | Practical Usage Tips | IPC)

/» Example24 - FreeRTOS MPU (Where was crash?)

Traffic Light
/> Traffic light controller - use what we learned so far

/» Example40 - Traffic light controller (Compile and execute | Hearbeat task | FSM task | Userlnput-
Val | Pedestrian)

Remote/Online Booking options

All training material is in English, but the delivery of it can be in English or in German, as you wish, worldwide.

during remote/online public remote/online private
the training 1 subsciber from a single company from 3 subscribers? in single booking
we'll provide e.g. from single company
GTR' from 3 subscribers
instructor driven

(ship-it) workbook in English/pdf - download link, printed on requestv’

stays with traineev’
(ship-it) examples download linkv’

stays with traineev’
(target) kit [1] will be sent to subscriber on requestv’

stays with traineev’
(ship-it) build download/installation instructionsv’
environment stays with traineev’
(web) screen sharing hostedv’
(web) audio/video hostedv’
(web) whiteboard hostedv’
(web) chat hostedv’
(web) Q&A3 hostedv’
backup: (web) audio conference call - worldwide dial in numbersv’
custom content content can be adjusted to your needs*v’
custom issues company/project specific issues can be

discussed & many times solved v/

great flexibility consulting included® v

'guaranteed to run

*discounts apply when you book 3 seats and more
3questions and answers

*add/remove chapters from my existing trainings
>while training is in progress
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Technical requirements to attend a remote/online training

/> (ship-it/web/host/target/phone) e-mail address to get login credentials and download link.

/> (web) screen sharing/audio/video/whiteboard/chat/Q&A:
https://www.bigmarker.comrequires this: https://rlbl.me/bm-req.

/> backup: (web)/audio (phone) conference call:
https://www. turbobridge.com/international.html

/> You'll need a LPCXpresso1769/CD board from Embedded Artists: https://www.embeddedartists.
com/products/lpcxpresso1769/ plus a USB cable. We can send it (which might take some time) or
you'll buy it yourself.

/> You'llneed MCUXpresso Integrated Development Environment (IDE):https: //www.nxp.com/design/
software/development-software/mcuxpresso-software-and-tools/mcuxpresso-integrated-
development-environment-ide:MCUXpresso-1IDE. Ideallyaversion which wetestedlike 10.2.1_2233
on Ubuntu 18.

Related Courses

/> "Embedded Linux - From System Architecture to Real-Time (5 days)”
https://rlbl.me/elisa
https://rlbl.me/elisa-en-pdf

/> "Refresher to Embedded Linux & Intro to the Yocto Project (5 days)”
https://rlbl.me/intely
https://rlbl.me/intely-r-en-pdf

/> "Embedded Linux Kernel Internals and Device Drivers (5 days)”
https://rlbl.me/ldd
https://rlbl.me/ldd-en-pdf

/> "The Yocto Project - A thorough Overview (4 days)”
https://rlbl.me/yocto
https://rlbl.me/yocto-r-en-pdf

/> “Introduction to Embedded Linux & Real-Time, bird’s eye view of the Yocto Project (4 days)”
https://rlbl.me/entirety
https://rlbl.me/entirety-en-pdf

I> "Embedded Linux Hardware Interfacing (4 days) - coming soon”
https://rlbl.me/elisha

I> "Compact Linux Driver development (4 days) - coming soon”
https://rlbl.me/coldd

/> "Introduction to Embedded Linux in Theory and Practice - a Crash Course (3 days)”
https://rlbl.me/elin
https://rlbl.me/elin-en-pdf

/> “(Embedded) Linux debugging (3 days)”
https://rlbl.me/lindeb
https://rlbl.me/lindeb-r-en-pdf

”

/> "FreeRTOS in Theory and Practice (3 days)
https://rlbl.me/freertos
https://rlbl.me/freertos-r-en-pdf
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I> "The Zephyr Project - An Overview (3 days) - coming soon”
https://rlbl.me/zephyr

/> "The Yocto Project Advanced - Licensing (1 day)”
https://rlbl.me/yopalic
https://rlbl.me/yopalic-r-en-pdf

References

[1] "Target Hardware”
https://www.embeddedartists.com/products/lpcxpresso1769/ plus USB cable

[2] “Reliable Embedded Systems: Contact us”
https://rlbl.me/contact

[3] “Training Delivery Overview”
https://rlbl.me/delivery

Trainer

Since 1993, Robert Berger gathered practical and managerial experience in soft-
ware design and development for embedded systems with and without hard
real-time requirements. Since the beginning of the 21st century, he has used
Linux on desktop and server class machines, but mainly for embedded practices
(automotive, industrial control, robotics, telecoms, consumer electronics, etc.).
Robert regularly attends international events such as "Embedded World’, "Em-
bedded Software Engineering Kongress", "Embedded Systems Conference’, "Em-
bedded Linux Conference” and "Yocto Project Summit” as an expert and lecturer.
His specialty is mainly training, but also consulting (in German or English) world-
wide. Robert’s expertise ranges from small real-time systems (FreeRTOS) to sys-
tems with multiple processors/cores and embedded Linux (user-, kernel-space,
device drivers, hardware interfacing, debugging, multi-core, Yocto Project) with
a focus on free and open source software. Robert is a globe-trotter. He is CEO
& Embedded Software Evangelist at Reliable Embedded Systems e.U. which is
based in St. Barbara, Austria, and when not on business trips, lives with his family in Athens, Greece.

Thank you for your interest!

For inquiries please send an email to:
training@ReliableEmbeddedSystems.com
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